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METHOD AND APPARATUS FOR RESTRICTING PLAYBACK OF 
RECORDED DVD CONTENT 

5 Technical Field of Invention 

This invention relates to the field of video recording apparatus, and, 
more particularly, to a DVD recorder that allows a user to enter a security 
code, so that the recorded content can be played back only if the correct 
security code is entered. 

10 Background Art 

There are currently two re-writeable DVD standards: DVD+RW and 
DVD-RW. The DVD+RW standard does not provide a method to restrict 
access to recordings. In fact, the current DVD+RW standard does not even 
provide parental management, which allows distributors to release multiple 

15 ratings versions of a movie on a single DVD disc and allows parents to lock a 
movie rating into their DVD player with a password, so that it will not play 
objectionable pieces. The DVD-RW standard, although includes parental 
management, does not provide a method allowing users to attach a security 
code to a recording made on their own DVD recorder. 

20 Disclosure of Invention 

According to the principles of the invention, a video recorder allows a 
user to enter a security code in a recording to restrict a playback of the 
recording. For a DVD recorder, the security code is stored in a user field 
included in presentation control information of the DVD. 

25 The DVD recorder may display a setup menu immediately after a 

recording is completed or when a recorded DVD has been inserted into the 

1 
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DVD recorder for the user to enter the security code. If the recording includes 
more than one title, the recorder may allow the user to enter a security code 
for each title. 

Brief Description of Drawings 
5 FIG. 1 is an illustrative video recorder according to the principles of the 

invention for allowing a user to enter a security code in a recording. 

FIG. 2 is an example of the presentation sequence of a video player 
when playing back a recording made according to the principles of the 
invention. 

10 FIG. 3 illustrates a process performed by the DVD recorder according 

to the principles of the invention for allowing a user to enter a security code in 
a recording. 

Detailed Description 
FIG. 1 illustrates a video recorder, such as a DVD recorder, according 
15 to the principles of the invention, for building a menu using a stored image as 
a background of the menu in the recorded video/audio. The video recorder 
includes a controller, a MPEG encoder, a MPEG decoder, and a disc drive. 
The recorder also includes a baseband A/V input for receiving baseband 
video signals. Optionally, the recorder may also receive broadcast video 
20 signals from a tuner. 

The controller receives the input video signals either from the 
baseband A/V input or the tuner, depending on the position of a switch. The 
controller processes the input video signals, and generates output video 
signals representing the input video signals. The output video signals are 
25 recorded into a first memory device, illustratively, a DVD-R, DVD-RW or 
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DVD+RW. Other memory device such as VCD, and nonvolatile memory such 
as a hard disk and SRAM can be used as well. 

The disc drive, under the control of the controller or a separate 
processor (not shown) under the control of the controller, serves as a 
5 recording interface to the first memory device. 

Although illustrated as receiving analog signals, the recorder may 
receive MPEG input signals as well, if the recorder includes a MPEG decoder 
and a NTSC/PAL encoder to convert the MPEG signals into NTSC/PAL 
signals. Both the MPEG decoder and the NTSC/PAL encoder are not shown. 

10 When a recording is completed or a recorded disc is inserted into the 

video recorder, the controller displays a setup menu requesting a user to 
enter a security code, such as a password, for the recording. In DVD 
applications, this security code is saved to a user data field of a file in the 
recording, for example, the reserved field in the RECI (recording information) 

15 file as part of the presentation control information described, for example, in 
DVD Specifications for Rewriteable Disc, and the VRMLRECIJJD field of the 
VRMLRECI (recording information) file as described in DVD+RW Video 
Format Specifications. The controller also modifies the Video Manager 
(VMGM) menu to include a password menu, and modifies the Program Chain 

20 Information Table (PGCIT) of the VMGM, so that when the recorded DVD is 
played back, the DVD player will display the password menu requesting the 
user to enter a security code. If the security code does not match the security 
code saved for the recording, the DVD player will not play the contents of the 
recording. 
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As described in the DVD player specification (DVD specifications for 
Read-only Disc, Part 3 Video, Version 1.13), a PGC (program chain) 
prescribes the presentation sequence of an audio/video block. A recording is 
normally contained within a single PGC, although multiple PGCs, each for a 
5 title, are allowed as well. Since the method according to the principles of the 
invention conforms to the DVD player standard as well, all DVD-compliant 
players on the market should honor this restriction method. 

For information purposes, the presentation sequence in a DVD player 
is briefly described below. The presentation of a PGC in a DVD player occurs 

10 in three basic stages: execution of PRE commands, playback of audio/video, 
and execution of POST commands. "Commands" are a set of internal DVD 
instructions that the player must perform. For examples, the set of PRE 
commends may include instructions such as selecting correct audio language 
or subpicture tracks and jumping to a menu or title on the disc, and the set of 

15 POST commands may include jumping to another title or menu. 

According to the principles of the invention, the set of available set of 
commands within the DVD player can be authored on a recorded disc in such 
a way as to allow or prohibit the playback of any PGC (recording), based only 
on key input from the user. The method inserts additional PRE commands 

20 into the normal presentation sequence discussed above. These PRE 

commands causes playback to be diverted to a password challenging menu 
screen, where the user is asked to key in a security code, such as a sequence 
of alphanumerical characters. If the security code matches the stored security 
code that was authored on the disc, then playback proceeds normally. An 

25 example of the new presentation sequence is shown in FIG. 2. 
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FIG. 3 illustrates a process performed by a DVD recorder according to 
the principles of the invention for allowing a user to enter a security code, 
such as a password, in a recording. After a user has inserted a recorded 
DVD disk to the DVD recorder made according to the principles of the 
5 invention, the user chooses a single recording. In response, the recorder 
displays the message "Set or Change Password." This message preferably is 
accomplished by two interface buttons, one for allowing the user not to set or 
change the password, and the other allows the user to set/change the 
password. The user may choose not to set a password or not to change the 

10 existing password. However, if the user chooses to set/change password but 
no password was set, the recorder asks the user to key in a password and 
saves the password in the user data field of a file existed in the recording, for 
example, the VRMI_RECI_UD field of the VRMLRECI file in the DVD+RW 
standard. On the other hand, if a password was already entered, the recorder 

15 asks the user to enter the old password and the new password. If the old 
password matches the stored password, the stored password is replaced by 
the new password. 

After the new password has been saved, the recorder, in particular the 
controller in the recorder, creates a password menu screen set in VMGM 

20 video objects (VOBs). In addition, the recorder also creates password menu 
processing commands, so that a DVD player will execute those commands to 
compare the entered password with the stored password and allows the 
playback of the recording if the entered password matches the stored 
password. 
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The recorder then adds two PRE commands in the PGC of the title, so 
that a playback is redirected to password menu in the VMGM domain. One of 
the PRE commands is to set a register, for example, for setting subpicture 
settings, and the other is to jump to the password menu VOB, for example, by 
5 calling the CalISS command in the DVD standards. Note that if the entered 
password matches the stored password, the last password menu processing 
command executed should return the execution to the next step of the original 
presentation sequence. An example of this command is the RSM (resume) 
command in the standards. Of course, if the entered password does not 

10 match the stored password, the last password menu processing command 
should terminate the playback, such as calling the EXIT command described 
in the standards. 

The actual insertion of the additional PRE commands can be 
accomplished either when the recording is closed (stopped), or at anytime 

15 thereafter. If a disc is already recorded, the recorder will display the "Set or 
Change Password" message immediately after the disc is inserted into the 
recorder. 

Although illustrated as setting a password for a title, if there is a 
plurality of title, the recorder may allow user to enter a different password for 

20 each title. Furthermore, although illustrated as a DVD recorder, the principles 
of the invention can be applied to any video recorder that can insert a security 
code and change the presentation sequence in a recording and a 
corresponding video player is able to execute the changed presentation 
sequence, accept a security code from a user, and check the entered security 

25 code against the stored security code before playing the recording content. 
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While this invention has been described with regard to a few presently 
preferred embodiments, those skilled in this art will readily appreciate that 
many alternative modes and embodiments can be carried out without 
departing from the spirit and scope of this invention. 
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CLAIMS 

What is claimed is: 

1 . A video recorder comprising: 

5 a controller for processing input video signals to generate output video 

signals; and 

a memory interface for recording the output video signals to a first 
memory device, wherein 

the controller inserts a security code to the recording restricting a playback of 
10 the recording in response to a user entering the security code. 

2. The video recorder of claim 1 , wherein the memory device is a DVD. 

3. The video recorder of claim 2, wherein the controller stores the security 
code in a user field included in presentation control information of the DVD. 

4. The video recorder of claim 3, further comprising an on-screen display 
15 processor, under control of the controller, for displaying a setup menu 

including input for the entered security code. 

5. The video recorder of claim 4, wherein the on-screen display processor 
displays the setup menu when a DVD with the recording is inserted to the 
recorder. 

20 6. The video recorder of claim 4, wherein the setup menu includes an 
input for each title for the user to enter a security code. 



8 



PRE commands 

Jump immediately to 
password menu. 



Playback 

Present the Audio & 
Video 



Password Menu 

User enters digits. If 
digits match, playback is 
allowed. 




POST commands 

Jump to next title, main 
menu, etc. 



FIG. 2 



FIG. 3 



User chooses a single 
recording 



Display "Set or 
Change Password" 



Password already 
exists? 



NO 



Ask user to key in 
NEW password. 



YES 



Ask user to key in 
OLD and NEW 
passwords 



Save new password 
in User Data field of 
RECI. 




Create password menu 
screen set in VMGM 
VOBs, and password 
menu processing 
commands in VMGM 



Change 2 PRE commands of playlist 
and full title PGC for this title, so 
playback is redirected to password 
menu in VMGM domain. 



Recording is now 
protected. 



